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TPEBOBAHUA
K SALLUTE NEPCOHAJIbHbIX AAHHbIX MPU UX OBPABOTKE
B MH®OPMALIMOHHbIX CUCTEMAX NEPCOHAJIbHbIX AAHHbIX

1. HacTtoqawmn ookyMeHT ycTaHaBnuBaeT TpeboBaHMSA K 3aliuTe nepcoHarnbHbIX AaHHbIX NPU UX
obpaboTke B MHAOPMALUOHHBIX CUCTEMAX MEepPCOHanbHbIX [AaHHbIX (danee - WMHAOPMaLUOHHbIE
CUCTEMBI) U YPOBHU 3aLUULLEHHOCTU TakuX JaHHbIX.

2. BbesonacHOCTb nepcoHanbHbIX AaHHbIX Npyu ux 0bpaboTke B WMHAOPMAaLMOHHOM CcUCTEME
obecneynBaeTcs C NOMOLLBIO CUCTEMBI 3aLLMTbl NEPCOHANBbHbIX AaHHbIX, HEUTPanNU3yoLWen akTyanbHble
yrpo3bl, ONpeaerneHHble B COOTBETCTBUM C YacTblo 5 ctaten 19 degepanbHoro 3akoHa "O nepcoHanbHbIX
JaHHbIX".

CncrtemMa 3awmTbl MNepcoHanbHbIX [OaHHbIX BKMOYaeT B cebs  opraHusauuoHHble u  (1nn)
TEXHUYECKNe Mepbl, onpederieHHble C Y4eTOM aKTyarnbHbIX Yrpo3 6e30nacHOCTM NepcoHarnbHbIX AaHHbIX
N MHCPOPMALIMOHHBIX TEXHOSOMUIA, NCMONb3YEMbIX B MH(DOPMALMOHHBIX CUCTEMAX.

3. BbesonacHoCTb nepcoHanbHbIX AaHHbIX Npu WX 0BpaboTke B MHOpMaLMOHHOM cucTeme
obecneunBaeT onepaTtop 3TOM CUCTEMBI, KOTOPbIN OOpabaTbiBaeT nepcoHanbHble AaHHble (ganee -
onepaTop), U1 nMuo, ocyllecTenstoLee obpaboTky NepcoHanbHbIX AaHHbLIX MO MNOPYYEHWUO onepaTopa
Ha OCHOBaHWWM 3aKkmn4yaemoro ¢ 3TMM NMUOM [JOoroBopa (danee - ynonHomoyeHHoe nuuo). [orosop
Mexgy onepaTtopoM M YMNOMHOMOYEHHbIM  JIMLOM  [OIDKEeH npegycmatpuBatb  00S3aHHOCTb
YNOJSIHOMOYEHHOTO nuua obecneunTb Ge3onacHOCTb NEepcoHanbHbIX AaHHbIX Mpu KMX obpaboTke B
MHOPMALIMOHHOW CUCTEME.

4. Bbibop cpenctB 3awnTbl MHoOpMauuM ANst CUCTEMbl 3aluUTbl MEPCOHarnbHbIX AaHHbIX
OCYLLIeCTBNAETCA onepatopoM B COOTBETCTBUM C HOPMAaTMBHbIMW MPaBOBbIMW akTamMu, NPUHATbLIMU
dPepepanbHon cnyxbon 6esonacHoctu Poccuiickon ®Pepepaumm n  degepanbHon cnyxbon no
TEXHUYECKOMY U 3KCMOPTHOMY KOHTPOMIO BO UCMOMHeHue Yactu 4 ctatbn 19 degepanbHoro 3akoHa "O
nepcoHanbHbIX JaHHbIX".

5. WHdopmaumoHHas cuctema dABnsieTcs UHEMOPMAUMOHHOW cucTemon, obpabaTtbiBatoLlen
cneumanbHble KaTeropmm NepcoHarnbHbIX OaHHbIX, €CnY B Hel 06pabaTbiBalOTCA NepcoHarnbHble AaHHbIe,
KacatLluMecs pacoBOW, HALMOHANbHOW MPUHAANEXHOCTU, MONUTUYECKUX B3rNS40B, PENUMMO3HBLIX UMK
dunocodckux yoexaeHunin, COCTOAHMS 300POBbS, MUHTUMHOM XXMN3HU CYObEKTOB NepCOHasbHbIX AaHHbIX.

MHdopMaLmMoHHaa cuctema aBnsieTcs  MHGOpMaUMOHHOM  cucTeMoln, obGpabaTbiBatoLLem
OvomeTpuyeckme nepcoHanbHble [daHHble, ecrnu B Hel obpabaTbiBaloTCA CBeAeHWsi, KoTopble
XapakTepusyT U3Nonorniyeckne n duonornyeckme ocobeHHOCTU 4YeroBeka, Ha OCHOBaHUU KOTOPbIX
MOXHO YCTaHOBUTb €ro NMYHOCTb U KOTOpblEe MCMOMb3YITCA OnepaTopoM AN YCTaHOBMNEHUA NUYHOCTU
cybbeKkTa mepcoHanbHbIX AaHHbIX, U He obpabaTbiBalOTCA CBEAEHUsl, OTHOCSALUMECA K CrneumarnbHbIM
KaTeropusim nepcoHanbHbIX AaHHbIX.

WHdopmMaLmoHHaa cuctema gBnseTca  MHGOpPMaUMOHHOM  cucTeMoun, obGpabaTbiBatoLLen
o6LWeaoCTyNHble MNepcoHanbHble AaHHble, ecnm B Hen obpabaTbiBaloTCs NepcoHarnbHble AaHHble
CyOBbEKTOB NEPCOHArbHbIX AaHHbIX, MOMYYEHHbIE TONBbKO U3 00LEe00CTYMHbIX UCTOYHUKOB NEPCOHANbHbIX
OaHHbIX, CO3[4aHHbIX B COOTBETCTBUU CO cTaTbeln 8 PepepanbHoro 3akoHa "O nepcoHarnbHbIX AaHHbIX".

WHdopmMaLumoHHasa cuctema siBNSeTcs WHEPOPMAaUMOHHOW cucTemol, obpabaTbiBalolwen WHble
KaTeropmm nepcoHarnbHbIX AaHHbIX, ECNY B Hel He obpabaTbiBaloTCA NepcoHarnbHble AaHHble, YKasaHHble
B ab3aLuax nepBoM - TpETbEM HACTOSILLErO MyHKTA.

MHdopMaLmoHHas cuctema aBnsieTcsl  MHGOpMaUMOHHOM  cucTeMoln, obGpabaTbiBatoLLen
nepcoHarsnbHble AaHHble COTPYAHMKOB onepartopa, ecrniv B Hell 06pabaTbiBaloTCs NepcoHarnbHble AaHHbIEe
TOMbKO YKa3aHHbIX COTPYAHUKOB. B ocTanbHbIX criyyasx MHOPMaLMOHHAs cucTteMa MepcoHarnbHbIX
AaHHbIX SBNSeTCs MHPOPMaLMOHHON cucTemown, obpabaTbiBatoLlet NepcoHanbHble AaHHbIe CyObHLEKTOB
NnepcoHarnbHbIX AaHHbIX, HE ABMAIOWNXCS COTPYAHUKaMK onepartopa.

6. NMopg akTyanbHbIMK yrpo3amu 6€30MacHOCTM NEePCOHasbHbIX AAHHBbIX MOHUMAETCsi COBOKYMHOCTb
YyCnoBMN 1 (HaKTOpPOB, CO3[alLUX aKTyanbHYH OMacHOCTb HECaHKLMOHWPOBAHHOIO, B TOM 4uche
CNny4arHOro, AocTyna K MnepcoHasrlbHbIM AaHHbIM MpU X 0bpaboTke B MHAOPMALMOHHOW CUCTEME,
pe3ynbTatoM KOTOPOro MOryT CTaTb YHUYTOXEHVEe, UW3MeHeHue, OroKMpoBaHue, KOonupoBaHue,
npegocTasneHue, pacnpocTpaHeHe NepcoHarnbHbIX AaHHbIX, 8 Takke NHble HeMpaBoMepHble AeCTBUS.

Yrposbl 1-ro TMna akTyanbHbl Ans MHPOPMALMOHHOW CUCTEMbl, €Criv Ans Hee B TOM u4ucne
aKTyanbHbl  Yrpo3bl, CBfi3@aHHble C HanNUuMeM HeLOKYMEHTMPOBaHHbIX (HedeKnapupoBaHHbLIX)
BO3MOXHOCTEN B CUCTEMHOM NporpaMMHOM obecnevyeHuu, Cnonb3yemMmom B MHGPOPMaLMOHHON cUcCTEME.

Yrposbl 2-ro TMna akTyanbHbl Ans MHPOPMALMOHHOW CUCTEMbl, €Criv ANs Hee B TOM 4ucne
aKTyanbHbl  Yrpo3bl, CBfi3@aHHble C HanNUuMeM HeLOKYMEHTMPOBaHHbIX (HedeKnapupoBaHHbLIX)



BO3MOXHOCTEN B MNPUKIAgHOM MporpaMMHOM obecrneyeHun, WCnonb3yeMoM B MHAOPMAaLMOHHON
cucrteme.

Yrpo3bl 3-ro TMna akTyarbHbl AN MHPOPMALMOHHOW CUCTEMbI, eCNN ANS Hee akTyarnbHbl Yyrposbl,
He CBSI3aHHble C HanNMunem HeJOKYMEHTUPOBAHHbIX (HEAEKTapnpPOBaHHbIX) BO3MOXHOCTEN B CUCTEMHOM
1 MPUKNagHoOM NporpamMmmHOM obecnevyeHnn, UCnofb3yemMom B MHpOPMaLNOHHON CUCTEME.

7. OnpepgeneHve Tuna yrpo3 0e30MacHOCTU NEPCOHarbHbIX AaHHbIX, akTyanbHbIX Ans
WH(OPMALIMOHHOM CUCTEMbI, MPOU3BOAUTCA OMepaTopoM C Y4EeTOM OLEHKM BO3MOXHOIO Bpeaa,
npoBeAEeHHON BO MCMONHeHue nyHkta 5 yactn 1 ctaten 181 depepanpHoro 3akoHa "O nepcoHanbHbIX
OaHHbIX", 1 B COOTBETCTBUU C HOPMATUBHBIMW MPABOBbLIMU aKTaMu, NPUHSATLIMU BO UCMOSTHEHWE YacTu 5
ctatbn 19 degepanbHoro 3akoHa "O nepcoHanbHbIX aHHbIX".

8. MNpu obpaboTke nepcoHanbHbIX AaHHbIX B WH(OPMALMOHHBLIX CUCTEMax ycTaHaBnusawTca 4
YPOBHS 3aLLMLLEHHOCTM NEPCOHArbHbIX AaHHbIX.

9. HeobxognmocTb obecneveHuss 1-ro ypoBHS 3alUMLLEHHOCTU MEPCOHarbHbIX AaHHbIX NpU KX
o6paboTke B MH(OPMALMOHHOW CUCTEME YCTaHaBnMBaeTCA NpW Hanuuum xota Obl ogHOro K3
cnegyrowmnx ycnoBum:

a) Ans MHOPMAaLMOHHOW CUCTEMbI akTyalbHbl Yrpo3bl 1-ro Tuna v MHoOpMaumnoHHasi cuctema
obpabatbiBaeT nMbO cneumanbHble KaTeropun MepcoHanbHbIX AaHHblX, nMbo 6GuomeTtpuyeckue
nepcoHarnbHble faHHble, MO0 MHbIe KaTeropun NepcoHarnbHbIX AaHHbIX;

6) Ans MH(OPMaLMOHHOW CUCTEMbI akTyarnbHbl Yrpo3bl 2-ro Tuna U MHgOpMauuoHHas cuctema
obpabaTbiBaeT cneumanbHble KaTeropMm nepcoHanbHbIX AaHHbIX 6Gonee yem 100000 cybwbekToB
nepcoHarnbHbIX AaHHbIX, HE ABMAIOLWNXCS COTPYAHMKAMK oneparopa.

10. HeobxoaumocTb obecneyeHns 2-ro0 ypOBHS 3aLUMLEHHOCTU MEPCOHAaNbHbIX OAHHBIX NPU KX
0bpaboTke B WH(POPMALMOHHOM CUCTEME YCTaHaBNMBAETCA MNpyM HanmuMuum XxoTa Obl OgHOro un3
cnegyroLwmnx ycnoBum:

a) Ans MHOPMAaLMOHHOW CUCTEMbI akTyarnbHbl Yrpo3bl 1-ro Tuna v MHopMaumnoHHast cuctema
obpabaTbiBaeT 06LLEA0CTYMHbIE NEPCOHANbHbIE AaHHbIE;

6) ons MHOPMAaLUMOHHOW CUCTEMbI akTyalnbHbl Yrpo3bl 2-ro Tuna M MHgOopMauuoHHas cuctema
obpabaTbiBaeT crneuunanbHble KaTeropMmM MNepcoHanbHbIX [OaHHbIX COTPYOHWKOB onepatopa  Wnu
cneynanbHble KaTeropmMm nepcoHarnbHbiX AaHHbIX MeHee YeM 100000 cybbeKkToB NepcoHanbHbIX AaHHbBIX,
He ABMAILNXCS COTPYAHMKaMK oneparopa;

B) AN MHAOPMALMNOHHOW CUCTEMbI akTyaslbHbl Yrpo3bl 2-ro0 Tuna M MHOPMAaLUUOHHas cucTema
obpabaTbiBaeT BuomeTpryeckme NepcoHanbHble OaHHbIE;

r) 4ns UHOPMALMOHHOM CUCTEMbI aKTyarnbHbl Yrpo3bl 2-ro Tuna M uHgopMaumnoHHasa cuctema
obpabaTbiBaeT 06LEe0CTYNHbIE NepcoHanbHble AaHHble 6onee yem 100000 cyb6bekToB nepcoHarnbHbIX
OaHHbIX, HE ABMSKLWUXCSA COTPYAHUKaMM onepaTopa;

4) Ana nHOpPMaLMOHHOW CUCTEMbI akTyarbHbl Yrpo3bl 2-ro Tuna u uUHgopmaumoHHas cuctema
obpabaTbiBaeT MHble KaTeropum nepcoHarnbHbIX AaHHbIX 6onee yem 100000 cybbeKkToB NepcoHanbHbIX
OaHHbIX, He ABMSLWUXCH COTPYAHUKaMu onepaTopa;

e) Ana UHMOPMaLMOHHON CUCTEMbI akTyarbHbl Yrpo3bl 3-ro Tuna u MH@OpMauuoHHas cucTema
obpabaTbiBaeT cneuuanbHble KaTeropum nepcoHanbHbIX AaHHbix Oonee yem 100000 cyGbekToB
nepcoHanbHbIX AaHHbIX, HE ABMAIOWNXCA COTPYAHMKaMK onepartopa.

11. HeobxoammocTb obecneyeHus 3-ro ypoBHS 3aALLUULLIEHHOCTM MEPCOHANbHbIX OAHHBIX NPU UX
0obpaboTke B WHMOPMALMOHHOM CUCTEME YCTaHaABNMBAETCS NpW Hannium XxoTa Obl OgHOro wu3
crnegyoLwmnx ycrnoBum:

a) Ans MHEMOPMALMOHHOW CUCTEMbI akTyalbHbl Yrpo3bl 2-r0 Tuna M MHMOPMaUMOHHas cuctema
obpabaTbiBaeT 06LLEAOCTYNHbIE NEPCOHAsbHbIE AAHHbIE COTPYAHMKOB onepatopa unm obLenocTynHble
nepcoHaneHble AaHHble MeHee 4eMm 100000 cyObLEKTOB MepCOHamnbHbIX AaHHbIX, He SABMSALWMXCA
COTpYAHWKaMu oneparopa;

6) ons MHpOPMAaLUMOHHOW CUCTEMbI akTyanbHbl Yrpo3bl 2-ro Tuna U MHgopMauuoHHas cuctema
o6pabaTbiBaeT MHble KAaTEropuUM NepPCoHarnbHbIX AaHHbIX COTPYAHMKOB OrnepaTopa WIu MHble KaTeropuu
nepcoHanbHbIX AaHHbIX MeHee 4Yem 100000 cyObeKkTOB MNepcoHanbHbIX AaHHbIX, He SBMALLMXCS
COTpYAHWKaMu oneparopa;

B) 4N MHAOPMALMOHHON CUCTEMbl akTyarnbHbl yrpo3bl 3-ro Tuna u uHGOpPMaUMOHHas cucTema
obpabaTbiBaeT creumarnbHble KaTeropum MepCoHarnbHbIX [aHHbIX COTPYOHUKOB onepatopa  Wnu
crneumarnbHble KaTeropum nepcoHarnbHbiX AaHHbIX MeHee yeM 100000 cy6bekToB nepcoHarnbHbIX OaHHbIX,
He ABMSAILNXCS COTPYAHMKaMK oneparopa;

r) Ans MHOPMALUMOHHOM CUCTEMbI aKTyasnbHbl Yyrpo3bl 3-ro Tuna n nHgopmMaumoHHas cuctema
obpabaTbiBaeT GUomMeTpuleckme nepcoHarsnbHble JaHHbIE;

4) Ana MHAPOPMAaLMOHHON CUCTEMbl akTyaribHbl Yrpo3bl 3-r0 TMna u WHgopMaumnoHHas cuctema
obpabaTbiBaeT MHble KaTeropun nepcoHanbHbiX AaHHbIX 6onee Yem 100000 cybbekToB nepcoHarnbHbIX
OaHHbIX, HE ABMSOLWUXCS COTPYAHUKaMu onepaTopa.



12. HeobxoammocTb obecnevyeHuss 4-ro ypoBHS 3aLLUMULLIEHHOCTM MEepCOHanbHbIX OAHHLIX MPU UX
o6paboTke B MH(POPMALVOHHOW CUCTEME YCTaHaBnMBaeTCA NpW Hanuuum xota Obl ogHOro K3
crneayloLwmnx yCnoBui:

a) Ans MHEOPMAaLMOHHOW CUCTEMbI akTyalbHbl Yrpo3bl 3-ro Tuna v MHOpMaumnoHHasl cuctema
obpabaTbiBaeT 06LEeA0CTYMHbIE NEPCOHANbHbIE AaHHbIE;

6) ons MHOPMAaUMOHHOW CUCTEMbI akTyalbHbl Yrpo3bl 3-ro Tuna v MHgOopMauuoHHas cuctema
obpabaTbiBaeT MHble KaTeropun nepcoHanbHbIX AaHHbIX COTPYOHWKOB onepatopa WUin UHble KaTeropuu
nepcoHanbHbIX AaHHbiXx MeHee 4YeM 100000 cybbekToB nepcoHanbHbIX AaHHbIX, He SBMASKLNXCS
COTpYyAHMKaMu oneparopa.

13. Ansa obecneyeHnss 4-ro ypoBHS 3aLUULLEHHOCTM MEPCOHarbHbIX AaHHbIX Npu nx obpaboTke B
WH(POPMALIMOHHBIX CUCTEMAaX HEOHBXOAMMO BbINOMHEHME crneaylLwmnx TpeboBaHun:

a) opraHusauus pexmma obecneveHus 6Ge30MacHOCTU MOMELLEHUNA, B KOTOPbIX pa3MelleHa
WMH(OPMaLMOHHas cMcTema, NPensiTCTBYOLWEro BO3MOXHOCTU HEKOHTPONIMPYEMOrO NMPOHUKHOBEHUS UMK
NpebbIBaHNs B 3TUX MOMELLEHUSIX MWL, HE MMEIOLLMX MpaBa JOCTyMNa B 3TN NOMELLEHUS;

6) obecneyeHne COXpaHHOCTM HOCUTENEN NePCOHaNbHbIX AaHHbIX;

B) yTBEpPXAEHME PYKOBOAMTENEM OornepaTopa AOKYMEHTa, onpeaensowero nepeyeHb nuy, ocTyn
KOTOPbIX K MepcoHarnbHbIM AaHHbIM, 0bpabaTbiBaemMbiM B MHOPMALMOHHON cucTeme, Heobxoaum Ans
BbINOMHEHNSI UMW CINYXeOHbIX (TPYAOBbIX) 06513aHHOCTEN;

r) MCMONb30BaHWe CPeACTB 3alnTbl MHOPMaUUK, NpoLlealnx Npoueaypy OLEHKN COOTBETCTBUSA
TpeboBaHusiM 3akoHopaTenbctBa Poccuiickon ®Pepepaumm B obnactu obecneveHuss GesonacHOCTU
WHpopMaumm, B cnydae, Korga nNpPUMEHEHWe Takux CpeAacTB Heobxoaumo [nns HenTpanusaumu
aKTyarnbHbIX Yrpos.

14. na obecneyeHns 3-ro ypoBHS 3aLUMULLEHHOCTM MEePCOHanbHbIX AaHHbIX Npu nx obpaboTke B
WHOPMALMOHHBIX CUCTEMAxX MOMMMO BbINOMHEHUA TpeboBaHW, MNpPegyCMOTPEHHbIX MyHKTOM 13
HacTosLlero [AOKYyMeHTa, Heobxogumo, 4ToObl ObiNO Ha3Ha4YeHO [OOMKHOCTHOEe Nuuo (paboTHMK),
OTBETCTBEHHbIN 3a 06ecneyeHre 6e30MacHOCTH NepCoOHarbHbIX AaHHbLIX B MH(OPMaLNOHHON CUCTEME.

15. lna obecneyeHns 2-ro ypoBHS 3aLUMULLIEHHOCTM MEPCOHanbHbIX AaHHbIX Npyu nx obpaboTke B
WHOPMALMOHHBIX CUCTEMAxX MOMMMO BbINOMHEHUA TpeboBaHW, NpPegyCMOTPEHHbIX MyHKTOM 14
HaCTOosLLLEro JOKyMeHTa, Heobxoanmo, YTOObI JOCTYN K COAEPXKaHUIO NIEKTPOHHOTO XXypHana coobLleHun
ObIfT BOBMOXEH MCKIMHOUYUTENBHO ANS OOMKHOCTHBIX 1L (paboTHUKOB) onepaTopa Ui ynorHOMOYEHHOro
nMua, KoTopbiM CBeAEHMs, codepXalmeca B yKa3aHHOM >XypHarne, Heobxoaumbl Ansi BbIMOSTHEHUSA
cnyxebHbIX (TPyAoBbIX) 06593aHHOCTEMN.

16. na obecneyeHns 1-ro ypoBHS 3aLUMULLEHHOCTU MEePCOHanbHbIX AaHHbIX Npu nx obpaboTke B
WH(POPMALIMOHHBLIX CUCTEMaxX MNOMUMO TpeboBaHMIA, MpPegyCMOTPEHHBIX MYHKTOM 15 HacTosLlero
OOKYMeHTa, He0b6X0AMMO BhINOMHEHME cneayroLmnx TpeboBaHmn:

a) aBToMaTtu4veckasi permcTpaums B 311ekTPOHHOM XypHane 6e30MnacHOCT! N3MEHEHMS NOSTHOMOYMUI
COTpyOHMKa onepaTtopa Mo [OCTyMny K MepcoHarnbHbiM AaHHbIM, COAepXalumcs B MHAOPMaLMOHHON
cucteme;

6) cosgaHue CTPYKTYpHOro noppasferieHnsi, oTBETCTBEHHOro 3a obecrneveHne 6e30MacHOCTU
nepcoHanbHbIX AaHHbIX B MHAOPMAaLWOHHOW cucTeme, MO0 BO3MNOXEHWE HA OOHO U3 CTPYKTYPHbIX
noapasgeneHun pyHkuuin no obecneveHunto Takorm 6e3onacHoOCTy.

17. KoHTpornb 3a BbINONTHEHNEM HACTOALWMX TpeboBaHMIN OpraHn3yeTcs U NPOBOANTCHA ONepaTopoMm
(ymONTHOMOYEHHbBIM  NINLIOM) CaMOCTOATENbHO M (MnM) C MNPUMBIEYEHMEM Ha [OrOBOPHOW OCHOBE
OPUOVYECKMX UL, U MHAMBMAYAlbHbLIX NpeanpuHuMaTenen, NUMEeLNX NMLEH3NI0 Ha OCYLLECTBIEHMEe
OEATENbHOCTU MO TEeXHUWYECKOW 3aliuTe KOoHuAeHumanbHONn uHMOPMaUUKN. YKasaHHbIN KOHTPOISb
npoBoOAUTCS He pexe 1 pasa B 3 roga B CpOKu, onpeaensemMblie onepaTtopom (YNnorTHOMOYEHHbLIM FNLIOM).




